BO GIAO DUC VA PAO TAO

TRUONG PAI HOC CONG NGHE SAI GON

CONG HOA XA HOQI CHU NGHIA VIET NAM
Poc ldp — Tw do — Hanh phiic

PE CUONG CHI TIET MON HQC

1. Théng tin vé médn hoc:

[1]

Tén mén hoc:
Tén tieng Anh:
M3 mén hoc:

[2] Mbn hoc thude khdi kién thirc:

Thie hanh Quan tri mang va hé théng théng tin
Network And Information System Administration Laboratory
[EC53408]

Kién thirc gido duc dai cuong

Kién thirc gido duc chuyén nghiép

Khoa hoc tu nhién Khoa hoc x4 hdi Co so nganh Chuyén nganh
Bit budc O L Tu chon O | Bét bude O | TwchonO | Bétbudc O | Tuchon D | Bitbudc & l Tu chon O
[3] D6i tugng sinh vién: (trinh dd/nganh/ndm hoc/hoc ky)

+ Trinh d6: Pai hoc M Cao déng D Lién thong dai hoc U
+  Nganh: C6ng nghé k¥ thuat dién tir vign thong  Khoa hoc: Ap dung tir khoa 2021
+  Hoc ky (HK): 7 Nam hoc: 4
[4] S6 tin chi: 1[0.1.1]
Phén bd thoi gian:
+  Thuc tap/Thi nghiém/Thyc hanh (30 tiét/tin chi): ------emeerememreeeeeeee 30 tiét
+ Ty hoc, tw nghién ctru: m e e e e e 15 tiét
[S] Yéu cdu clia mon hoc vé phong hoc, trang thiét bi cin thiét dé giang day:
+ Phong hoc:  Phong hoc thuc hanh
+  Phong thi: Phong thi thue hanh
+  Tb chuc thi:  Phong Dao tao t6 chire O Khoa/Ban t6 chic M
+  Trang thiét bi can thiét: Bang, may chiéu, micro
+  Yéuchu dic biét khdc:  Khong
[6] Cac mén hoc lién quan (néu co):
+  MBon hoc tién quyét: Khoéng
+ Mo6n hoc trudce: Khong
+ Mon hoc song hanh: Khong
+ Mo6n hoc sau: Khong

2.  Théng tin vé don vi phu trach chuyén mén, giang vién gidng day:

Khoa Pién - Dién tir

Hoang Xuén Duong

Giang vién — Thac si

180 Cao L, Phuong 4, Quan 8, TP. H5 Chi Minh
08 38505520

duong.hoangxuan@stu.edu.vn

[1] Khoa/Ban:
T bd mén:

[2] Giang vién bién soan dé cuong:
+ Ho tén:
+ Hoc ham — Hoc vi:
+  Dia chi co quan:
- Dién thoai lién hé:
+  Hop thu dién tur:

[3] Giang vién phu trach giang day:
+ Hoc ham — Hoc vi:
o+ Dia chi co quan: --
+ Dién thoai lién hé: --
+  Hop thu dién tir (email):
+

Thoi gian va dia diém lam viée: -
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[4] Giang vién tro gidng: --- -
Hoc ham — Hoc vi: --- AL
Dia chi co quan: = s

Pién thoai lién hé: - v S S e
Hop thu dién tir (email): ---- PO ——— e
Thoi gian va dia diém lam VIBE: ~ommmmmemmm e mnee

+ 4+ o+ o+ o+

[5] Cach lién lac véi giang vién: Van phong Khoa Dién - Dién ti, Truong Pai hoc Cong
nghé Sai Gon

M5 ta tém tit ndi dung mon hoe:

Moén hoc hudng ngudi hoc dén cong viée quan tri mang théng tin cho mdt mé hinh doanh

nghiép vira va nho: Tir viée tyu cai dat cac may chu file, mail, Web, FTP, tudng lia, ... Tao

céc tai khoan ngudi dung, phan quyén truy cdp va quan ly cho cac nhém; Két nbi hé thong

théng tin theo mdt s6 md hinh mang cu thé; dén viéc trién khai, van hanh va quan ly céc dich
vu dén tirng ngudi ding mang.

Muc tiéu va két qua dy kién ciia méon hoc (CPR)
[1] Muc ti€u cia mdn hoc:

Trang bi nén tang kién thirc méi nhat vé quan tri mang va hé thong thong tin
+  Thanh thao trong viéc xdy dung va quan tri hé théng mang dwa trén nén ting
Microsoft Windows Server.
+ Trién khai va quan tri hé théng mail véi MDaemon.
+  Bao vé mang bén trong v6i tudng ltra pfSense.
+ Giam sat hoat dong cua céac thiét bi, dich vu, phan mém trong hé thong mang.

[2] Chuén dau ra mon hoc (CDR):
+ CDRa: [Kién thirc] Nim vig cac kién thirc trong ndi dung mdn hoc

+ CDRb: [K¥ nang] Ap dung céc kién thirc d3 hoc dé giai quyét cac van dé
chuyén mon trong nganh hoc

+ CbRc: [Thai do] Nghiém tuc, cé trach nhiém, c6 tinh than tu hoc va ty md
rong va nang cao kién thie

Quan hé giira chuén dau ra mén hoc (CPR mén hoc) va chuéin diu ra chwong trinh dao
tao (CPDR CTDT):

[1] Ma tran tich hop gitta CDR mén hoc va CBR CIDT:

Chuén ddura Chuin diu ra mén hoc

Chuong trinh dao tao CPbRa CDRb CDRc

CDR_AOI

CDR_A02

X
CDR _A03 X
CDR_A04 X

CDR_A05

CDR B0I

CDR _B02

CHR_B03

AP

CPR B04

CPR _B05

CDR_B06

CPR_COI X

CDR _C02

CDR CO03 X
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[2] Quan hé gitta CDR mén hoc va CBDR CTBT:

Phuong phap kiém tra danh gia
CHR. Celehogt dbag doyva g (Quf it gt ky, cubi k) i
mon hoc (theo ting phén, chuong, ...) Piviane phip TY trong
CPRa - Bail-10 - Thuc hianh 80% CbR_A02,
CBR_A03,
CBR_A04
CDRb - Bail-10 - Thuc hanh 10% CPR_BOI,
CBR_B02,
CBR_B03,
CDR B04
CbRe - Bail-10 - Thuyc hanh 10% CBR_CO1,
CBR C03

6. Gido trinh va tw liéu:

Tai liéu tham khao chinh:

[1]

Huéng din Thuc hanh Quan tri mang va Hé théng thong tin, Tai liéu luu hanh ndi bo,
Khoa Dién —Dién tir, PH Céng nghé Sai Gon.

Tai liéu tham khao phu:
70-410: Installing and Configuring Windows Server 2012 R2
70-411: Administering Windows Server 2012 R2

[1]
(2]

[3] 70-412: Configuring Advanced Windows Server 2012 R2 Services
[4] MDaemon Messaging Server 21.0 - User Manual
[5] The pfSense Book, Copyright © 2018 Electric Sheep Fencing LLC
7.  Phwong thire danh gid mén hoc:
[1]  Yéu ciu chung ctia mon hoc theo quy ché:
+  Sinh vién tham du 16p hoc ddy du, tham gia thao luén xay dung bai trén 16p va
chudn bi bai tap k§ ning & nha dé tu cung ¢o kién thirc cho ban thén.
¥ Sinh vién nghiém ttc thuc hién céc yéu cau cua gidng vién d6i véi mén hoc.
+  Sinh vién ngh1em tic thuc hién bai kiém tra giira ky va bai thi két thiic mén hoc.
+ Sinh vién vi pham quy ché thi s& bi xur ly theo quy dinh.
[2] Dé hoan tat mon hoc, sinh vién phai “dat™:
%+ Diém tong két mén hoc > 5, 0 (nédm) diém theo thang diém 10, 0 (mudi);
+ Thyc hién ddy du cac yéu ciu danh gia modn hoc theo trong sé (%) cia cac diém
thanh phan nhu sau:
- Diém QUA TN e chiém 50 % (a)
- Diém kiém tra gifta ky: ----mmmmmmemmmneeeeeee chiém 00 % (b)
- Diém thi cudi ky: -------- chiém 50 % (c)
- Piém tong két mon hoe: --------mmmmmmmmmmeeemmeeee (a) + (b) + (c) = 100%
+  Xép loai d4nh gi4 ciia mdn hoc: Theo thang diém 10, 0 diém
’_‘ . Thang diém 10, 0 diém L i )
Xép loai = = Dip trng chuin dau ra mdn hoc
Tir Den
Loai dat Dat CBR mén hoc theo cdp di
- Xuit séc 09, 0 10, 0
- Giodi 08,0 <09,0
- Khd 07,0 <08,0
- Trung binh 06, 0 <07,0
05,5 <06, 0
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Xép loai Chanjits 19, 0 diin Pép tng chuin di on h
: T Pén p tng chuin dau ra mén hoe
- Trung binh kém 05,0 <05,5
Loai khong dat Chura dat CPR mdn hoc, phdi hoc lai
- Yéu 04,0 <05,0
- Kém 03,0 <04,0
00,0 <03,0
[3] Hinh thirc, ndi dung, thoi luong va tiéu chi chédm diém cia cée bai thi:
+  Bai thi cudi ky:
- Hinh thic thi cudi ky: = - TH trén mdy tinh va thiét bi mang
- Thoi lugng: ==---m=======mmsmmsmmcmmmmmmmm oo ooooommo oo oo 60 phut
Mic d6 dat ciia ndi dung danh gid
anﬂi dung Cau hoi/Noi dung danh gia Bai tap Bai tap Bai tép Pidm
mon hoc co s¢ vén dung néng cao
Céu hoi Céu hoi Cau hoi
Phan ‘.:U ban S e Ak 0 5,0 0 5,0
Chuyén sau 0 0 5,0 5,0
Tong 0 5,0 5,0 10
[4] Tiéu chi danh g1a/cham dlem cu thé:

—+

Tiéu chi chdm diém dbi véi phan bai tdp nhém, bai tap vé nha:

Giai bai tap theo nhom phan cau hoi ma nhém phu trach (thudng nim trong
mot chuong)

Thuc hién day du cac yéu ciu danh gia phan bai tdp nhém theo trong sb cna
cac diém thanh phan nhu sau:

© Giai bai tap chi tiét: 50%
v Giai d4p thac mac cua nhém khac: - -- 25%
i Nop bai ding han: ---25%
+  Tiéu chi chdm diém dbi voi phén thi thi nghiém thyc hanh
Tiéu chi chdm diém mat ciu hoi Két qua Trong s6
- Phan tich duoc y nghia chinh xac Pua ra céch giai quyét bai toan chinh xdc. Két ndi hé théng 50%
ciia ciu hoi mang dung yéu ciu d va phit hop véi chuong trinh.
- Kha nang ung dung phan ly thuyét M@ hinh mang hoat déng chinh xé4c theo yéu chu. 40%
dé giai quyét tinh huéng cu thé i
- Tinh sang tao Dénh gi4 dugc hiéu qua ciing nhu han ché cia md hinh 10%
mang va thong tin
100%

8.  Noi dung mon hoc (dé cwong chi tiét cia mon hoc):

Quin tri mang véi Windows Server 2012

Bai 1:
Bai 2:
Bai 3:
Bai 4:

Quin tri tip trung véi mé hinh mién

Bai 5:
Bai 6:

Mail Service-Mdaemon:

Quan ly cu hinh ngudi dung véi Group Policy

Trién khai Hyper-V, van hanh va quan ly hé théng méy 4o

Trién khai giai phép luu trit (Storage Spaces va Data Dumplication)

Quan ly Web va FTP Service véi IIS (Internet Information Services)

Quan ly cac bi twong trong AD DS(Active Directory Domain Service)

Quan ly cac truy cép tir xa trong Windwos Server 2012 (DirectAccess va VPNs)
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Bai 7:
Bai 8:

Cai dat va cdu hinh Mdaemon

Quan ly tai khoan, nhém mail va bao mat

Twong lira-pfSense

Bai 9: NAT-Firewall-Load Balancing
9.  Hinh thirc td chire day hoc:
[1] Hinh thirc t& chirc giang day mdn hoc:
Hinh thirc t6 chirc giang day mén hoc
Nbi dung Giv Ién 16p Thuc Tu hoc/ Téng cong
Ly thuyét Bai tap Théo luén hanh nghién clru
Bai 1 3 3 6
Bai2 3 3 6
Bai 3 3 3 6
Bai 4 3 3 6
Bai 5 3 3 6
Bai 6 3 3 6
Bai 7 3 3 6
Bai 8 3 3 6
Bai 9 3 3 6
Thi 3 3 6
Téng 30 30 60
[2] K& hoach giang day va hoc tap cu thé:
s 3 - . Yéu cau sinh Hinh thirc tb Tai ligu
than Titige Npi dung chinh vién chuén bi chirc giang day tham khéao
Tuén 1 3t Bai 1 - Doc trude tai liéu - Thuc hanh Tai liéu
tham khao
chinh [1],
Tai liéu
tham khao
’ phu [1], [2]
Tuén 2 3t Bai2 - Doc trude tai liéu - Thuc hanh Tai liéu
tham khao
chinh [1],
Tai liéu
tham khao
y phu [1], [2]
Tuan 3 3t Bai 3 - Doc trude tai ligu - Thuc hanh Tai liéu
tham khao
chinh [1],
Tai liéu
tham khao
. phu [1], [2]
Tuan 4 3t Bai4 -  Doc trude tai liéu - Thuc hanh Tai liéu
tham khao
chinh [1],
Tai liéu
tham khao
i phu [1],[2]
Tuén 5 3t Bai 5 - Doc trude tai liéu - Thuc hanh Tai licu
tham khao
chinh [1],
Tai liéu
tham khao
phu [3]
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Tuén

Tiét hoc

Noi dung chinh

Y&u cdu sinh
vién chuén bi

Hinh thirc t6
chiic gidng day

Tai liéu
tham khao

Tuén 6

3t

Bai 6

DPoc trude tai liu

Thuc hanh

Tai liéu

tham khao
chinh [1],
- Tailiéu
tham khao
phu [3]

Tuén 7 3t - Bai7 - Poc trude tai lidu - Thuc hanh - Tailiéu
tham khao
chinh [1],

- Tailiéu
tham khéo
phu [4]

Tuén 8 3t - Baig - Doc trude tai liéu - Thuchanh - Tailidu
tham khao
chinh [1],

- Tailiéu
tham khao
phu [4]

Tuén 9 3t - B9 - Poc trurde tai lidu - Thuc hanh - Tailiéu
tham khao
chinh [1],
Tai lidu
tham khao
phu [5]

Tuén 10 3t - Ontip & thi cudiky

22/07/2021

P A ot = b Z‘_ 2 =t AL A o macn weawAwre
11. Je cuwong ﬁir(_rc tham ﬂ!llll va ﬁ‘luug qua ngay. - - 12!’08/2021

Trudng Khoa/Ban chuyén mon
(Ky va ghi 16 ho tén)

Giang vién bién soan
(Ky va ghi 16 ho tén)

e

s

———

THS. Hoang Xuan Duong TS. Tang Van To
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