BO GIAO DUC VA PAO TAO CONG HOA XA HOI CHU NGHIA VIET NAM

TRUONG PAI HOC CONG NGHE SAI GON DPoc lap — Tw do — Hanh phiic

PE CUONG CHI TIET MON HOC

1.  Théng tin vé mén hoc:

[1]

[2]

Tén mén hoc: Quan tri mang va hé thong thong tin
Tén tiéng Anh: Network And Information System Administration
M2 mon hoc: [EC53407]

Mo6n hoc thudc khéi kién thire:

Kién thirc gido duc dai cuong Kién thirc gido duc chuyén nghiép

Khoa hoc tir nhién Khoa hoc x4 héi Co s& nganh Chuyén nganh

Bét budc O ’ TuchonO | Bétbudc O l Tu chon O Bit budc O l Tu chon O Bét budc &1 I Tu chon O

[3]

[5]

[1]

[2]

[3]

Péi twong sinh vién: (trinh d/nganh/nim hoc/hoc ki)

+ Trinh do: Dai hoc M Cao ding O Lién thong dai hoc O

+  Nganh: Cong nghé ky thudt dién tirvidnthéng ~ Khoa hoc: Ap dung tir khéa 2021
+  Hoc ky (HK): 7 Nam hoc: 4

S tin chi: 3[2.1.6]

Phén bd thoi gian:

+ Ly thuyét trén 16p (15 tiét/tin chi): SURE—— 30 tiét
+  Bai tap trén 16p (15 tiét/tin chi): - RSN 15 tiét
F Tu hoc, tu nghién ctru: - e 90 tiét

Yéu cu ctia mén hoc vé phong hoc, trang thiét bi can thiét dé giang day:

Phong hoc:  Phong hoc ly thuyét

Phong thi: ~ Phong thi Iy thuyét

T chirc thi: Phong Dao tao t6 chirc & Khoa/Ban tb chirc [
Trang thiét bi cin thiét: Béang, may chiéu, micro

Yéu ciu dic biét khac:  Khong

+ + + + +

Céc mon hoc lién quan (néu co):

+  Mon hoc tién quyét: Khong
+  Mobn hoc trude: Khéng
+  Mo6n hoc song hanh: Khong
+  Mon hoc sau: Khéng

Théng tin vé dom vi phu trich chuyén mén, giing vién gidng day:

Khoa/Ban: Khoa Dién - Dién tr
To bd moén:

Giang vién bién soan dé cuong:

+  Ho tén: Hoang Xuan Duong

+  Hoc ham — Hoc vi: Giang vién — Thac st

+  Piachi co quan: 180 Cao L3, Phudmng 4, Quan 8, TP. H5 Chi Minh
+  Dién thoai lién hé: 08 38505520

+  Hop thu dién ta: duong.hoangxuan@stu.edu.vn

Giang vién phu trach giang day: —----==-=mm=mmmmmmm e
+  Hoc ham — Hoc vi: - e A
+  Diachi co quan: - =
+ Dién thoai lién hé: -- - -
+  Hop thu dién tir (email): i = e
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+

Thoi gian va dia diém lam viéc: - ---- --

[4] Giang vién trg giang: smsin e — st

+ + + +

+

Hoc ham — Hoc vi: - — s
Dia chi co quan: .. SER S S S SR e
Dién thoai lién hé: ------ e
Hop thu dién tir (email): -- - o
Thoi gian va dia diém lam viéc: o - n

[5S] Céch lién lac v6i giang vién: Email, dién thoai hodc van phong Khoa Dién - Dién tu,
Truomg Dai hoec Cong nghé Sai Gon

Mo ta tém tit ndi dung mén hoc:

Mbn hoc @ cap cho sinh vién c4c k§ thudt quan tri mang trén Windows/Linux: quan ly user,
céu hinh file sever, DHCP server, DNS server, mail server, quan ly truy cép tir xa, ...

Muc tiéu va két qua du kién ciia mén hoc (CPR)

[1] Muc tiéu ciia moén hoc:

..+_

Gidi thiéu kién thire co ban vé cong tac quan tri mang, cdc md hinh quan tri hé
thong, quan tri thong tin

Trmh bay cac budc thiét 1ap va quan tri cAu hinh mang, cAu hinh server. Quan ly
va tbi uu hoa hoat dong truy xuét tai nguyén mang. Cac chién lugce sao luu du
phong cho dit liéu, hé théng va cac budc phuc héi

Gi6i thiéu vé hé diéu hanh mang Windows Server v4i cac khéi niém vé domain,
user, group, OU. Cong tac quan tri ngudi dung, dich vu va tai nguyén

I T IAIT TV 4L~

Gi6i thiéu vé hé diéu hanh mang UNIX / LINUX. Cong tac quan tri ngudi dung,

dich vu va tai nguyén mang trén diéu hanh mang UNIX / LINUX

Trinh bay khai niém vé an toan thong tin trén mang. Cac nguy co ¢6 thé xay ra.
Gidi thiéu céc k¥ thudt ma hoa thong tin, chéng virus, thiét 1ap mdt chinh séch an
toan thong tin cho mang

[2] Chuén diu ra mén hoc (CBR):

+

—+

CBbRa: [Kién thirc] Nam vimng cac kién thirc trong ndi dung mén hoc

CPRb:  [K¥ ning] Ap dung cac kién thic di hoc dé giai quyét cac van dé
chuyén mén trong nganh hoc

CPbRec: [Thai d§] Nghiém tuc, c6 trach nhiém, c6 tinh than tu hoc va tu mé
réng va nang cao kién thuc

Quan hé giira chuin diu ra mén hoc (CPR mén hge) va chuén diu ra chwong trinh dao
tao (CDR CTDT):

[1] Ma trin tich hop gitta CDR mén hoc va CBR CTDT:

Chuén diu ra Chuén d4u ra mdn hoc
Chuong trinh dao tao CPRa CDPRb CPRec

CDR_A0I

CDR_A02

X

CDR_A03

CDR_A04

X

CDR_A0S

CPR_B0I

CPR_B02
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Chuén du ra Chuén déu ra mén hoc
Chuong trinh dao tao CDRa CPRb CPbRc
CPR_B03
CPR_B04
CPR_BOS
CDR_B06
CPR_C01 X
CPR_C02
CPR_C03 X
[2] Quan hé gitra CDR mén hoc va CDR CTBDT: ‘
CBR Cc hoat dong day va hoc il i il CBR
mon hoc (theo ting phan, chuong, ...) Phuong phip T9 trong CTDbT
CPRa - Toan bd ndi dung mdn hoc - Kiém tra—thi 50% CbR_AO02,
CDPR A04
CPRb - Baitip - Kiém tra—thi 30% CPR_BO01
CPRc - Tuhoc. Thao luan - Kiém tra kién thic da 20% CbR_C01,
chuén bj va kién thirc m& CBR_C03
rong. Banh gia trong qua
trinh thao luin
6.  Gido trinh va tw liéu:

Tai liéu tham khao chinh:

[1]

Network Management, Concepts and Practice: A Hands-on Approach, J. Richard
Durke, Prentice Hall, 2004.

[2] 70-410: Installing and Configuring Windows Server 2012 R2

[3] 70-411: Administering Windows Server 2012 R2

[4] Remote Access Study Guide - Robert Padjen, Todd Lammle, Wade Edwards, 9/2002

[5] Firewalls and Internet Security: Repelling the Wily Hacker, Steven M. Bellovin,
01/2003

Tai liéu tham khao phu:

[1] Computer Networking: A Top-Down Approach, Featuring the Internet, 6th Edition,
James Kurose and Keith Ross, Addison-Wesley Pub Co, 2012.

[2] 70-412: Configuring Advanced Windows Server 2012 R2 Services

Phwong thire danh gia mén hoc:

(1]

[2]

Yéu ciu chung cuia mon hoc theo quy ché:

+  Sinh vién tham dy 16p hoc ddy du, tham gia thao ludn xéy dung bai trén 16p va
chuén bi bai tap k§ ning & nha dé ty cung co kién thrc cho ban than.

+ Sinh vién nghiém thc thuc hién cic yéu cdu cua gidng vién dbi véi mén hoc.

+  Sinh vién nghiém tdc thyc hién bai kiém tra giiva ky va bai thi két thic mén hoc.

+ Sinh vién vi pham quy ché thi sé& bj xir ly theo quy dinh.

Dé hoan tit rnon hoc, sinh vién phai “dat™:
+ Piém tong ket mon hoc = 5 0 (nim) diém theo thang diém 10,0 | (mudi);

+  Thuc hién ddy du céc yéu cdu d4nh gid mon hoc theo trong sb (%) ciia cac diém
thanh phan nhu sau:
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- Diém qué trinh: -

- Diém kiém tra giﬁ:a ky luén:
- biém thi cudi ky:

chiém

Piém tong két mbn hoc -
+ Xep loai d4nh gia cia mén hoc: Theo thang diém 10,0 diém

chiém 30 % (a)

20 % (b)

chiém 50 % (c)
(a) + (b) + (c) = 100%

3 . Thang diém 10,0 diém 2 . )
Xeép loai TS = Pap rng chuin dau ra moén hoc
Loai dat Dat CDR mén hoc theo cdp do
- Xuft sic 09,0 10,0
- Gidi 08,0 <09,0
- Khé 07,0 <08,0
- Trung binh 06,0 <07,0
05,5 < 06,0
- Trung binh kém 05,0 <05,5
Loai khéng dat Chua dat CDR mén hoc, phai hoc lai
- Yéu 04,0 < 05,0
- Kém 03,0 < 04,0
00,0 <03,0
[3] Hinh thitc, ndi dung, thoi lugng va tiéu chi chdm diém cta céc bai thi:
+  Bai kiém tra gitta ky:
- Hinh thire kiém tra: - --- Ty ludn
- Thoi luong: e —— - 90 phut
Mirc db dat ciia ndi dung dénh gia
Noi dung C4u hoi/Noi dung déanh gia Bai tap Bai tdp Bai tép Diém
mén hoc co s¢ vén dung ning cao
Chu hoi Cau hoi CAu hoi
- M6 hinh quan tri hé thén
i - - M6 hinh guan irj thong i I :
- Lap céu hinh céc Server
- Quan ly céc hoat déng truy cép tai nguyén
Cleong e - 'clgm u‘u}l[ueu suét sir dfng gua 1]133 thofgy 1 \ .
- Quan ly va sao luu phuc hdi dir ligu
- Quan tri ngudi dun
C\il.ucng B - 8uén tri digch vu : 1 1 4
indows A
- Quén tri tai nguyén
Tong 1 2 2 10,0
+  Bai thi cudi ky:
- Hinh thue thi cudi ky: - - - Tu luén
- Thoi lugng: 90 phut
Murc d6 dat ciia ndi dung dénh gid
N6i dung Cau hoi/N6¢i dung danh gia Bai tdp Bai tdp Bai tap Didm
moén hoc co s vén dung néng cao
Céu hoi C4u hoi Cau héi
- Quan tri ngudi ding
C!um'ng 4: - Quan tridich vu 1 1 1 5
Linux - Quan tn tai nguyén
- M6t s6 cng cu quan tri mang
- M1 hod va béo mét théng tin
Chuong 5: - Virus 1 1 1 5
- Tudng lira
Tong 2 2 2 10
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[4] Tiéu chi danh gid/chdm diém cu thé:
+  Tiéu chi chdm diém do6i véi phén bai tip , ti€u ludn:
- Bai tap v€ nha:

°  Hoan thanh bai tdp vé nha------ S 30%
° Giai bai tap chi tiét, chinh x4c - mmmmmmm e 70%
- Tiéu luén:
°  Hoan thanh tidu luén dung thoi han-- ERE—— 10%
- Trinh bay bao céo bd cuc rd rang, mach 1ac --------==-mmmmemmmmmameee- 20%
° Nbi dung tiéu luin dap tng yéu cu dit ra------- - ---40%
°  Thuyét trinh va giai dap cac cau hoi SERSUSUS R — 30%
+ _ Tiéu chi chdm diém d6i véi mdt cau hoi thi viét:
Tiéu chi chdm diém mét cdu héi Két qua Trong s6
- Chét luong phén 14p luan: Phan tich Kha nang dua ra cac 1dp luén va biéu thirc, phuong trinh hop 30%
duoc y nghia, co sé phit hop, chinh xac | 1y doi véi cac 'ncf)i dung phén tich. , et
- Kha nang img dung phan ly thuyet Co s ly thuyét xac dang, ing dung dé giai quyét van dé cu 40%
dé giai quyét tinh hudng cu thé thé hop ly c@c ti{lh toan hop ly, ding don vi. i
- Tinh séng tao Giai quy€t van de dat ra v6i giai phap don gian, the hi¢n y 20%
tudng riéng cua sinh vién trong phan tra loi.
- Céu tric va hinh thirc trinh bay Céc n6i dung tra 161 ¢6 cdu trac hop ly, trinh bay r rang, 10%
mach lac
100%
+  Tiéu chi chim diém dbi v6i phan thi tu luan:
Tiéu chi chdm diém mét c4u hoi Két qua Trong sb
Phén tric nghiém:
- Cac céu co so
- Céc cau van dung
- Céc clu ning cao
Phin ty luin: 100%
- Chét lvong phén I4p luén: Phan tich | Kha nang dua ra cac 14p luan va biéu thirc, phuong trinh hop 40%
dugc y nghia, co s& phu hop, chinh | y dbi véi cc néi dung phan tich.
X4c
- Kha nang iing dung phén Iy thuyét | Cosdly thuyét xdc dang, img dung dé giai quyét vén dé cu 40%
dé giai quyét tinh hudng cu thé the hop l){.’/, tiph t9én hop ly, diing don vi. ~
- Tinh sdng tao Giai quyet van dé dat ra voi giai phap don gian, thé hién y 20%
tudng riéng cia sinh vién trong phén tra 1oi.
= 100%

N9i dung mén hoc (d& cwong chi tiét cia mén hoc):

Chwong 1:  Gi6i thiéu vé quan tri mang
1.1. Giéi thidu vé quén tri mang

1.2. M5 hinh quan tri hé théng

1.3. M0 hinh quan tri thdng tin

Chwong2: Quaén tri cdu hinh mang

2.1. Thiét14p va quan 1y cAu hinh mang.

2.2. Lép céu hinh céc Server

2.3. Quanly cac hoat dong truy cép tai nguyén
2.4. T&i wu hidu suét sir dung cia hé théng
2.5. Quan ly va sao luu phuc hdi di lidu

Chwong 3:  Quan tri h¢ thong Windows
3.1. Hé diéu hanh mang Windows Server
3.2. Khai niém domain va céc dbi tuong
3.3. Quan tri nguoi dung
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3.4. Quan tri dich vu

Hé didu hanh UNIX / LINUX

MGt sb cong cu quan tri mang

An toan thong tin trén mang
Céac mic bao vé an toan mang
M3 héa va bao mat thong tin

Quan tri hé thng UNIX / LINUX

An ninh mang

3.5. Quan tri tai nguyén
Chwong 4:

4.1.

4.2. Quan tri nguoi diung
4.3. Quan tri dich vu
4.4. Quan tri tai nguyén
4.5. ;
Chuwong 5:

5.1.

32

33

5.4. Virus

5.5. Tudng lira

5.6.

Chinh sach an toan thong tin mang

9.  Hinh thirc tb chirc day hoc:
[1] Hinh thirc td chirc giang day mdn hoc:
Hinh thirc tb chic giang day mén hoc
Nbi dung Gid 1én 16p Thue Tu hoc/ Téng cong
Ly thuyét Bai tip Thao luén hanh nghién ciru

Chuong 1 3 3 | 6 12

Chuong 2 6 3 12 21

Chuong 3 6 3 12 21

Chuong 4 6 g) 12 21

Chuong 5 9 3 18 30

Téng 30 15 60 105
[2] K& hoach giang day va hoc tép cu thé: ‘ :

Tubn | Tiéthoe N6i dung chinh b zﬁ‘:;‘“é’i ctii:}; E‘:g“é‘;y Per
Tuén 1 3 - Chuong 1: Boc trude Day trén lop - 1]
Tuan 2 3 - Baitip chuong 1 Lam bai tap Day trén l6p - 1]
Tuén 3 3 - Chuong2:2.1-23 Poc trude Day trén l6p - [11.[6]
Tuén 4 3 - Chuong2:34-3.5 Poc trude Day trén 16p - [11.[6]
Tuén 5 3 - Bai tip chuong 2 Lam bai tap Day trén 16p - [11.[6]
Tuan 6 3 - Chuong3:32-33 Poc trude Day trén l6p - RLBLIA
Tuan 7 3 - Chuong3:34-3.5 Poc trudc Day trén l6p - [2L,13LI[7
Tuén 8 3 - Baitép chuong 3 Lam bai tap Day trén l6p « LDl
Tuén 9 3 - Chuong4:4.1-4.3 Doc trudc Day trén lép - [13,[6]
Tuén 10 3 - Chuong4:4.4-4.5 Doc truéc Day trén 16p - [11.[6]
Tuan 11 3 - Baitip chuong 4 Lam bai tap Day trén 16p - [1],16]
Tuén 12 3 - Chuong 5:5.1-5.3 Poc trude Day trén 16p - [1],[4] [5]
Tun 13 3 - Chuong5:5.4-5.5 Doc truéce Day trén 16p - [11, 41,15
Tuan 14 3 - Chuong5:5.6 Doc trude Day trén 16p - [1],[4]. [3]
Tuén 15 3 - Baitép chuong 5 Lam bai tép Day trén lop - [1],[4], [5]
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22/07/2021

10. Dé cwong dwoc bién soan va cip nhit ngay:

11. Pé cwong dwge thim dinh va théng qua ngay:

Giang vién bién soan
(Ky va ghi r6 ho tén)

il
THS. Hoang Xuan Duong

12/08/2021

Trudng Khoa/Ban chuyén mén
(Ky va ghi rd ho gén)

= il
TS. Tang Van To
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