BO GIAODUC VAPAOTAO
TRUONG PAI HOC CONG NGHE SAI GON

CONG HOA XA HQI CHU NGHIA VIET NAM

Doc lap — Tw do — Hanh phiic

PE CUONG CHI TIET MON HQC

1.  Théng tin vé mén hoc:

[1] Tén moén hoc: Mang niang cao
Tén tieng Anh: Advanced Computer Networks
Ma mén hoc: [EC73431]

[2] Mbn hoc thude khdi kién thic:

Kién thirc gido duc dai cuong

Kién thirc gido duc chuyén nghiép

Khoa hoc tu nhién Khoa hoc x4 hdi

Co s6 nganh Chuyén nganh

Biét budc O I TuchonO | Bétbudc O | Tu chon O

Bit budc O I Tu chon O

Biét bude O | Tu chon M

[3] Dbi tuong sinh vién: (trinh d6/nganh/nam hoc/hoc ky)
+  Trinh db: Pai hoc M Cao déng O Lién thong dai hoc O
+  Nganh: Cong nghé k¥ thust dién tir vién thong ~ Khoa hoc: Ap dung tir khoa 2021
+  Hocky (HK): Ném hoc:
[4] Sb tin chi: 3[2.1.6]
Phén bd thoi gian:
+ Ly thuyét trén 16p (15 tiét/tin chi): - ---30 tiét
+  Baitip tén1¥p (15 et/ chl)s ——mt e 15 tiét
+ Tu hoc, tw nghién ciru: -- e 90 tiét
[5] Yéu cAu ctia mén hoc vé phong hoc, trang thiét bi can thiét dé giang day:
* Phong hoc:  Phong hoc ly thuyét
o Phong thi: Phong thi ly thuyét
+  Té chirc thi: Phong Dao tao td chirc M Khoa/Ban t6 chirc [
+  Trang thiét bi can thiét; Bang, méy chiéu, micro
+  Yéucdu dic biét khdc:  Khong
[6] Céc mén hoc lién quan (néu cé):
+  Mon hoc tién quyét: Khong
+  Mobn hoc trudc: Khong
+  Mon hoc song hanh: Khéng
+ Mobn hoc sau: Khong

2. Théng tin vé don vi phu trach chuyén mén, gidng vién giang day:

180 Cao L3, Phuong 4, Quan 8, TP.

Hb Chi Minh

[1] Kpoa/Ban: Khoa Dién - Dién tir

T6 b mén:
[2] Giéng vién bién soan dé cuong:

+  Hotén: Hoang Xuén Duong

+ Hoc ham — Hoc vi: Giang vién — Thac st

+  Dia chi co quan:

+  Dién thoai lién hé: 08 38505520

+ Hop thu dién tir: duong.hoangxuan@stu.edu.vn
[3] Giang vién phu trach giang day: --

+ Hoc ham — Hoc vi:

+  Dia chi co quan:

+ Dién thoai lién hé:

+  Hop thu dién tr (email): ---
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+  Thoi gian va dia diém 1am Vige: --------emsmrmmmmmmems -

[4] Giang vién tro giang: ------
Hoc ham — Hoe Vi: ==--mmmmmemmmmmmm o omee e EoE
Dia Chi CO' QUAN: -=-nnnnnmmmmmmmmmmmmsmmmemmmemmmmom oo ooooooommmmmoooooosesesooononooooomoos
Dién thoai lién hé: ~---------==mmnmmmmmmmom oo o
Hop thu dién tir (email): e et i e S S
+  Thoi gian va dia diém 1am vi€c: ~—----mrm-mmmenmmmmemees

+ o+ + +

[5] Cach lién lac v&i giang vién: Email, dién thoai hodc van phong Khoa Pién - Dién tu, -
Trudmg Dai hoc Cong nghé Sai Gon
M5 ta tom tit ndi dung mon hoe:

Moén hoc trinh bay chi tiét vé kién tric va md hinh hoat ddng cta cac giao thic trong TCP/IP:
ARP, IP, ICMP, TCP, UDP, DHCP, DNS, TELNET, FTP, SMTP..., cac giao thic dinh tuyén
RIP va OSPF. Dong thdi mdn hoc cling gidi thi¢u cac véan dé cor ban vé IP Switching va
MPLS, mang multimedia, giao thirc quan tri mang SNMP va IPv6.

Muc tiéu va két qua dy kién ciia méon hoc (CDR)
[17 Muc tiéu cia mon hoc:

Cung cip cho nguoi hoc nhimg kién thirc va k§ nang nang cao trong mang may tinh nham
phuc vu cho luén vin t6t nghiép hodc nghién ciru chuyén séu

2] Chuén dau ra mdn hoc (CBR):
4= . CORE: [Kién thirc] Nam vimg céc kién thirc trong ndi dung mdn hoc

+  CPRb: [K§ ning] Ap dung céc kién thirc da hoc dé giai quyét cac vén dé
chuyén mén trong nganh hoc

+ CPBRec: [Thai d§] Nghiém tuc, ¢6 trach nhiém, cé tinh than tu hoc va tu m&
rong va nang cao kién thirc

Quan hé giira chuin diu ra mén hoc (CPR mén hoc) va chuin déu ra chwong trinh dao
tao (CDR CTDT):

[1] Ma trin tich hop gitta CDR mén hoc va COR CTRT:

Chuén déu ra Chuén d4u ra mén hoc

Chuong trinh dao tao CPRa CBRb CBRc

CDR_A01

CDR_A02 ’ X

CPR_A03

CDR_A04 X

CDR_A0S

CDR_BOI X

CPHR_B02

CPR_B03

CDR_B04

CDR_B05

CPR_B06

CDR_C0I X

CDR_C02

CDR_C03 X
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[2] Quan h¢ gitta CDR mon hoc va CBR CTDT:

“ h Phuong phép kiém tra danh gia
iy g i i (qué trinh, gitta ky, cudi ky) L)
mon noc (t €0 tung phan, chuong, ) Phucmg phép TS/ trong
CDRa - Toan bd ndi dung mén hoc - Kiém tra — thi 50% CPR_A02,
CDR _A04
CDBRb - Baitip - Kiém tra — thi 30% CPR_B01
CBRc - Twhoc. Thao luén - Kiém tra kién thirc da 20% CBR_CO01,
chuan bj va kién thirc m& CbR_C03
réng. Panh gi4 trong qua
trinh thao lun
6.  Gido trinh va tw liéu:
Tai liéu tham khao chinh:
[1] The Illustrated Network: How TCP/IP Works in a Modern Network, 2nd Edition,
‘Walter Goralski, 2017

Tai li¢u tham khao phu:

[1] Internetworking with TCP/IP Volume One: principles protocols and architecture, 6th
Edition, Douglas Comer, 2013

7.  Phwong thire danh gia mén hoc:

[1]  Yéu ciu chung ctia mén hoc theo quy ché:
5 Sinh vién tham du 16p hoc day du, tham gia thao luén xdy dung bai trén 16p va
chudn bi bai tap k§ nang & nha dé tu cung co kién thirc cho ban than.

4 Sinh vién nghiém tic thuc hién céic yéu cau cua giang vién dbi véi mén hoc.
g Sinh vién nghxem tic thuc hién bai kiém tra giira ky va bai thi két thuc mén hoc.
- - Sinh vién vi pham quy ché thi s& bi xir 1y theo quy dinh.

[2] Dé hoan tét mon hoc, sinh vién phai “dat™:
+ Diém tdng két mén hoc > 3, 0 (ném) diém theo thang diém 10,0 | (mudi);
. 2 Thuc hién ddy du céc yéu cdu danh gid mén hoc theo trong sb (%) cua cac diém

thanh phan nhu sau:

- Diém qua trinh: e chiém 30 % (a)
- Diém kiém tra giira ky: ” ----chiém 20 % (b)
- Diém thi cudi ky: -- chiém 50 % (c)
- Piém tdng két mén hoc: - (a) + (b) + (c) = 100%

+  Xép loai d4nh gi4 ctia mén hoc: Theo thang diém 10,0 diém

) Thang diém 10,0 diém =
Xep loai : P Dap irng chuin dau ra mon hoc
T Dén
Loai dat Dat CDR mén hoc theo cdp d¢
- Xuét sic 09,0 10,0
- Gidi 08,0 <09,0
- Kha 07,0 < 08,0
- Trung binh 06,0 <07,0
05,5 <06,0
- Trung binh kém 05,0 <05,5
Loai khéng dat Chua dat CDR mén hoc, phdi hoc lai
- Yéu 04,0 <05,0
- Kém 03,0 < 04,0
00,0 <03,0
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[3] Hinh thirc, ndi dung, thoi luong va ti€u chi chAm diém cia céc bai thi:

+  Bai kiém tra giita ky:
- Hinh thirc kiém tra: ----------====-m=-mmmmmmmmmeee Tu luan
- Thoi lugng: -------==ms=mmmmmmmmmmmm oo oooommmm oo ---- 90 phut
Mitrc d6 dat ctia ndi dung danh gia
Noi dung Cau hoi/Noi dung danh gia Bai tép Bai tdp Bai tap Diém
mén hoc co sd vén dung nédng cao
Céu hoi Cau hoi C4u hoi
- IPv4 vaIPvé
Chuong 1: - UDP 1 2
- TCP
: - Céc giao thirc cdng bén trong-IGPs
CAuong 2: - Giao thirc cdng ving bién-BGP ! ! t
- MPLS va chuyén mach IP
Chuong 3: - VPN dya trén MPLS 1 1 4
- EVPN va VXLAN
Tong 1 2 2 10,0
+  Bai thi cubi ky:
- Hinh thirc thi cudi kyj: ---mmmmmmmmemmmmneenneas - Tu luén
- Thoi lugng: ----=-===-=---- — 90 phut
Mirc d6 dat cia ndi dung danh gia
Noi dung Cau hoi/Noi dung danh gid Bai tap Bai tip Bai tip Didm
mon hoc co SO vén dung néng cao
Chu hoi CAu hoi Cau héi
- FTP
Chuong 4: - HTTP 1 1 3
- Bao mat Socket véi SSL
- SNMP
CImE . - Cloud, SDN va NFV 1 : 3
- Remote Access
- NAT
Chuong 6: - TFirewall 1 1 4
- [P Security
Tong 2 3 1 10
[4] Tiéu chi danh gla/cham diém cuy thé:
+  Tiéu chi chim d]em dbi v6i phan bai tap , tiéu ludn:
- Bai tap vé nha:
°  Hoan thanh bai tAp V& nha------n=n=------ s 30%
°  (Giai bai tép chi tiét, chinh x4c ---- 70%
- Tiéu luén:
°  Hoan thanh tiéu luén ding thdi han 10%
© Trinh bay béo céo bd cuc rd rang, mach lac 20%
. Néi dung tiéu ludn dap Ung yéu cAu dat ra-----------=-mnmmmmmmmmemees 40%
% Thuyet trinh va giai dap cac cau hoi 30%
+ Tiéu chi chdm diém dbi véi mot céu hoi thi viét:
Tiéu chi chdm diém mét cAu hoi Két qua Trong sb
Chét lugng phén 14p lun: Phén tich Khé ning dua ra céc 1dp luén va biéu thirc, phuong trinh hop 30%
duoc y ngha, co sd phi hop, chinh xdc | 1y d6i voi cac ndi dung phén tich.
Kha ning ung dung phan ly thuyet Co so ly thuyét x4c déng, img dung d& giai quyét van dé cu 40%
dé giai quyét tinh hudng cu thé thé hop ly, céc tinh toan hop ly, ding don vi.
Tinh sang tao Giai quyét van dé dat ra véi giai phap don gian, thé hién y 20%
tudng riéng cla sinh vién trong phin tra 1&i.
CAu triic va hinh thirc trinh bay Céc néi dung tra 1o c6 ciu tric hop ly, trinh bay rd rang, 10%
mach lac
100%




+  Tiéu chi chdm diém @i v6i phén thi tu lun:

Tiéu chi chdm diém mét ciu hoi Két qua Trong sb
Phén tric nghiém:
- Céc céu co sd
- Céc céu vén dung
- Caéc céu ning cao
Phén tr ludn: 100%
- Chét lugng phén I4p lusn: Phan tich Kha nang dua ra cc 1ap luan va biéu thirc, phuong trinh hop 40%
dugc v nghia, co s phtthop, chinh xdc | 1y d6i véi céc ndi dung phaén tich.
- Kha ning tmg dung phén 1y thuyét | Co sé ly thuyét xdc déng, img dung dé giai quyét van dé cu 40%
dé giai quyét tinh hudng cu thé thé hop 1y, tinh toén hop 1y, diing don vi. ,
- Tinh sang tao Giai quy€t van dé dat ra v6i giai phap don gian, the hi¢n y 20%
tudng riéng cia sinh vién trong phén tra loi.
100%

Noi dung méon hoc (d€ cwong chi tiét ciia mén hoc):

Chwong 1:  Cac giao thirc 16i

1.1. IPv4 vaIPv6
1.1.1. BiachilP
1.1.2. IPv4
1.1.3. IPv6
1.1.4. Chia mang

1.2. ARP-Address Resolution Protocol
1.2.1. ARP vamang LAN
1.2.2.  Céc gbi tin ARP

1.3. ICMP-Internet Control
1.3.1. ICMP va ping

Message Protocol

1.3.2. Dinh dang théng diép ICMP

1.3.3. PING

1.3.4. Ping

1.3.5. Traceroute
1.4. UDP

1.4.1. Cbng UDP va cac Sockets

1.4.2. UDP header

1.4.3. Diachi cdbng UDP

1.5. TCP

1.5.1.  TCP va huéng két nbi

1.5.2. TCP header

1.5.3. Diéu khién ludng

Chwong 2: Pinh tuyén va cic giao thire dinh tuyén

2.1. Pinh tuyén

2.1.1.  Chuyén mach va dinh tuyén 16p mang

2.1.2. Mang huéng két ndi va phi két ndi

2.1.3. Bang dinh tuyén

2.1.4.  Vai trd clia cac chinh sach dinh tuyén
2.2. Céc giao thitc cdng bén trong-IGPs

22.1. RIP
222. COBPF
2.23. IS-IS

2.3. Giao thic cbng ving bién-BGP
2.3.1. BGP va internet
2.3.2. IBGP va EBGP
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24.

Multicat

Chwong 3: Chuyén mach IP va cdc mang riéng 4o

3.1,

3.2

MPLS va chuyén mach IP

3.1.1. Frame Relay

3.1.2. Chuyén mach nhén da giao thirc MPLS
3.1.3. MPLS va VPN

3.1.4. Hoat ddng cua SSH

VPN dua trén MPLS

Sl BRIP

3.2.2. VPN dua trén MPLS

3.2.3. VPLS - L2VPN dva trén MPLS

3.3. EVPNva VXLAN
Chuwong 4: Lép ing dung
4.1.- DHCP
4.1.1. DHCP va cép phat dia chi
4.1.2. BOOTP
4.1.3. TFIP
4.1.4. DHCP va Router
42. DNS

4.3.
4.4,

4.5.
4.6.

42.1. Hé théng tén mién

42.2. May chi-Co s& dit lidu-phén giai tén mién
4.2.3. Hoat dong DNS

FTP

SMTP va Email

4.4.1. Chu trac ctia Email

4.4.2. Giao thic POP3

44.3. Giao thitc IMAP

444, Giao thiec SMTP

HTTP

Bao mét Socket vai SSL

4.6.1. SSL va Web Sites

4.6.2. Mai hoa khoa cong khai

4.6.3. Khoa cong khai va ma hoa dbi ximg

Chwong 5: Quaén ly mang

3.1,

5.2,

Giao thirc quan 1y mang don gian SNMP

5.1.1. Kha néng cuia SNMP

5.1.2.  MOb hinh SNMP

5.1.3. Hoat ddng cuia SNMP

Cloud, SDN va NFV

5.2.1. Mang va dién todn ddm may

5.2.2. Céc md hinh dich vu dién todn dam may

5.2.3. Mang duoc dinh nghia béng phan mém (Software Defined Networking)
5.2.4. Ao hoa cac chirc ning mang (Network Function Virtualization)

Chwong 6: Bdo mit

6.1.

6.2

Remote Access

6.1.1. DPic tinh SSH
6.1.2. Kién trac SSH
6.1.3. Cac khoa SSH
6.1.4. Hoat dong cua SSH
NAT

6.2.1. Nhiém vu cua NAT
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6.3.

6.4. IP Security

6.2.2.

Firewall
6.3.1.
6.3.2.

Céc loai NAT

Gi61 thi€u tuong lura

NAT 1 chiéu
NAT 2 chidu
NAT port

Overlapping NAT

Céc loai tuong lira

Loc goi tin
Proxy

Tuodng lra theo doi trang thai
DMZ (demilitarized zone)

9.  Hinh thire té chire day hoc:
[1] Hinh thirc t chirc giang day mdn hoc:
Hinh thirc tb chirc giang day mén hoc
Noi dung Gio [én lop Thue Tu hoc/ Téng cong
Ly thuyét Bai tip Thao luén hanh nghién ciu

Chuong 1 6 12 18

Chuong 2 6 3 18 27

Chuong 3 3 3 12 18

Chuong 4 6 3 18 27

Chuong 5 3 3 12 1

Chuong 6 6 3 18 27

Téng 30 15 90 135
[2] K& hoach giang day va hoc tap cu thé: .

Tuln | Tiéthoo N6i dung chinh - z;z;;"bhl cﬁgi‘n"g"% th;i‘] tf]‘;o
Tuén 1 3 - Chuong 1:1.1-13 Doc truée Day trén l6p - [} 2]
Tuén 2 - Chuong 1: 1.4-1.5 Poc truée Day trén lop - [11,[2]
Tuén 3 3 - Chuong2:2.1-2.2 Poc trude Day trén l6p - [LI21
Tuén 4 3 - Chuong2:22-33 Doc trude Day trén 16p - 1,12
Tuén S 3 - Chuong2:23-2.4 Doc trude Day trén 16p - [13,02]
Tuén 6 3 - Chuong 3:3.1 Poc trudr Day trén 16p - [1L121
Tuén 7 3 - Chuwong3:32-33 Doc trude Day trén lop - (1,02
Tuén 8 3 - Chuong4:4.1-4.2 Poc trrée Day trén lop - [11,[2]
Tuan 9 3 - Chuong4:4.3-4.4 Poc truée Day trén I6p - [11,[2]
Tuén 10 3 - Chuong4:4.5-4.6 Boc trudc Day trén lép - [1L12]
Tuén 11 3 - Chuong 5: 5.1 Poc truée Day trén I6p - 11,02
Tuén 12 3 - Chuong 5:52 Poc trude Day trén lép - [11,[2]
Tuén 13 3 - Chuong 6: 6.1-6.2 Poc tnrée Day trén lép - [13.[2]
Tuédn 14 3 - Chuong 6: 6.2-6.3 Doc trude Day trén 16p - 11,121
Tuén 15 3 - Chuong 6:6.3-6.4 Doc trude Day trén l6p - [11,[2]
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22/07/2021

10. Dé cwong dwgc bién soan va cip nhit ngay:

11. Dé cwong dwoc thAm dinh va thong qua ngay: ---

Giang vién bién soan
(Ky va ghi rd ho tén)

.

[ S S—

THS. Hoang Xuan Duong

12/08/2021

Trudng Khoa/Ban chuyén mén
(Ky va ghi rd ho tén)

TS. Tang Vin To
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