BO GIAO DUC VA PAO TAO

TRUONG PAI HOC CONG NGHE SAI GON

CONG HOA XA HQI CHU NGHIA VIET NAM
Doc lip — Tw do — Hanh phuc

PE CUONG CHI TIET MON HOC

1.  Théng tin vé mén hoc:
[1] Tén mén hoc: Mang Microsoft
Tén tiéng Anh: Microsoft Networking
Ma mén hoc: [EC63307]
[2] Mbn hoc thudc khdi kién thirc:
Kién thic gido duc dai cwong Kién thirc gido duc chuyén nghiép
Khoa hoc tu nhién Khoa hoc x3 hdi Co s6 nganh Chuyén nganh
Bét budc O | TuchonO | BétbudcO ] TuchonO | Bitbude D | Tu chon O | Biétbudc & ‘ Tu chon &
[3] Dbi twong sinh vién: (trinh dd/nganh/nam hoc/hoc ky)
+  Trinh d: Pai hoc M Cao ding [0 Lién thong dai hoc (0
+  Nganh: Cong nghé k¥ thust dién tir vien théng  Khoéa hoc: Ap dung tir khoa 2021
+ Hoc ky (HK): 5 Nam hoc: 3
[4] S5 tin chi: 3[2.1.6]
Phén bo thoi gian: ) ’
+ Ly thuy@t trén 16p (15 tiét/tin chi): - e 30 tiet
+  Baitép trén 16p (15 tiét/tin chi): ==----memmmmm e =13 it
# Tu hoc, tu nghién ctru; --- s 90 tiet
[5] Yéu cdu ctia mdn hoc vé phong hoc, trang thiét bi can thiét dé giang day:
+  Phonghoc:  Phong hoc ly thuyét
+  Phong thi: Phong thi ly thuyét
+  To6chic thi: Phong Dao tao 0 chire M Khoa/Ban té chirc O
+ Trang thi€t bi cén thi¢t: Bang, mdy chiéu, micro
+  Yéucdu déc biét khac:  Khong
[6] Céac mon hoc lién quan (néu co):
+  Mo6n hoc tién quyét: Khéng
+ Mbn hoc truéde: Khoéng
+  Mon hoc song hanh: Khong
+ Moén hoc sau: Khong
2. Théng tin vé don vi phu trich chuyén moén, giang vién gidng day:
[1] Khoa/Ban: Khoa Dién - Dién tir
To bd mén:
[2] Giang vién bién soan dé cuong:
+  Hotén: Hoang Xuan Duong
+ Hoc ham — Hoc vi: Giang vién — Thac s
ot Dia chi co quan: 180 Cao Lo, Phutng 4, Quén 8, TP. H6 Chi Minh
+  Dién thoai lién hé: 08 38505520
+  Hop thu dién tu: duong.hoangxuan@stu.edu.vn
[3] Giang vién phu trach giang day: S ——— s

-+

Hoc ham — Hoc vi:

Dia chi co quan:

+
+ Dién thoai lién hé: ---
+

Hop thu dién tlr (email): ---
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+

Thoi gian va dia diém lam viéc: -- oo

[4] Giang vién trg gidng: -------======-=-=n=nmn-m- - SRS

+ + + +

+

Hoc ham — Hoce vi: -- " .
Dia chi co quan:- S A A S i e e o
Dién thoai lién hé: - - s
Higie el (BB —smsammmmeremmmncim mmmanss EER—
Thoi gian va dia diém lam viéc: -- e s -

[S] Céch lién lac véi giang vién: Email, dién thoai hodc van phong Khoa Dién - Dién tu,
Trudng Pai hoc Cong nghé Sai Gon

M&b ta tém tit ndi dung mon hoc:

Cung cap kién thie vé hé thbng Windows, tir itng dung Windows trén cac may tram (Users)
den nén tang Windows Server cho cac may chi chuyén dung. Kién thirc va k§y nang thyc hanh
vé hé diéu hanh Windows Server 2012 cfing nhu cic img dung mang trén hé diéu hanh nay
nhu Active Directory, DNS, DHCP, VPN, .

Muc tiéu va két qua du kién ciia méon hoc (CDR)

[1] Muc tiéu cua mén hoc:

+

+
+
+

Cung cAp nhimg kién thirc chung vé hé diéu hanh Windows cho mdy tram, cai dat,
cau hinh hoat dong trong mai trudng mang.

Hé diéu hanh Windows Server danh cho cac mdy chu

Quan ly mang v6i cac dich vu: DNS, DHCP, RRAS, File, .

Mb hinh mién véi Active Directory cho md hinh quan ly tap trung, quy md mang
16m, tinh bao mat cao.

[2] Chuln dau ra mén hoc (CBR):

_|..

=

+

CbRa: [Kién thirc] Ném viing céc kién thirc trong ndi dung méon hoc

CbRb: [K§¥ nang] Ap dung céc kién thic da hoc dé giai quyét cac véan dé
chuyén mon trong nganh hoc

CBRe: [Thai dd] Nghiém tuc, ¢6 trach nhiém, cé tinh than tu hoc va ty md&
rong va ning cao kién thure

Quan hé giira chuéin diu ra moén hoec (CPR mén hoc) va chuén diu ra chwong trinh dao
tao (CDR CTDT):

[1] Ma tran tich hop gitta CDR mén hoc va CBR CTDT:

Chuén déu ra Chuén dau ra moén hoc

Chuong trinh dao tao CbRa CBRb CbRc

CDR_A401

CDR_A02 X

CDR_A03

CDR_A04 X

CDR_A05

CDBR BOI %

CPR_B02

CDR_B03

CDR_B04

CDR_B05

CDR B06

CDR C01 X

CDR_C02

CPR_C03 X
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[2] Quan hé gitra CDR mo6n hoc va CDR CTDT:
. I Phuong phép kiém tra dénh gia I
CBR Céc hogt d0ng day vahoc (qué trinh, giita ky, cudi ky) L]
moén hoc (theo tirng phén, chuong, ...) Phiicris ohidp T trong
CbRa - Toan bd ndi dung mén hoc - Kiém tra—thi 50% CbR_A02,
CBR A04
CPBRb - Baitap - Kiém tra —thi 30% CBR_B0I
CBbRc - Tuhoc. Théo luin - Kiém tra kién thirc da 20% CBR_CO01,
chuén bi va kién thitc mé& CbR_CO03
rong. Danh gia trong qua
trinh thao luin

6.  Gido trinh va tw li¢u:

Tai liéu tham khao chinh:

[1]

70-698, Installing and Configuring Windows 10

[2] 70-410: Installing and Configuring Windows Server 2012 R2

[3] 70-411: Administering Windows Server 2012 R2

[4] 70-412: Configuring Advanced Windows Server 2012 R2 Services
Tai liéu tham khao phu:

[1] 70-697, Configuring Windows Devices

7.  Phwong thirc danh gia mdn hoc:

[1] Yéu cau chung ciia mén hoc theo quy ché:
+  Sinh vién tham dy 1ép hoc ddy du, tham gia thao luédn xay dung bai trén 16p va
chuén bi bai tip k§ ning & nha dé tu cting co kién thirc cho ban than.
+ Sinh vién nghiém tuc thyc hién cac yéu ciu clia giang vién dbi véi mén hoc.
+  Sinh vién nghiém tic thuc hién bai kiém tra gifta ky va bai thi két thiic mén hoc.
+ Sinh vién vi pham quy ché thi s bi xir Iy theo quy dinh.
[2] Dé hoan tit mén hoc, sinh vién phai “dat™:
+  Diém tong két mon hoc > 5, 0 (ném) diém theo thang diém 10,0  (mudi);
+  Thuc hién ddy du céc yéu clu dénh gi4 mdn hoc theo trong sé (%) cua céc diém
thanh phan nhu sau:
- Diém qua trinh: -- chiém 30 % (a)
- Diém kiém tra gifta ky: ---mmr-mremememe e chiém 20 % (b)
- Piém thi cubi ky: --- e — chiém 50 % (c)
8 Diém tong két mon he: -----mrmmmmmmmmmeee e (a) + (b) + (c) = 100%
+  Xep loai danh gi4 ctia mén hoc: Theo thang diém 10,0 didm
Xép loai hay dicts LY dié:m Pi4p tng chuin diu ra mon hoc
T bén )
Loai dat Dat CDR mén hoc theo cdp do
- Xuit sic 09,0 10,0
- Gioi 08,0 <09,0
- Khi 07,0 <08,0
- Trung binh 06,0 <(07,0
05,5 < 06,0
- Trung binh kém 05,0 <05,5
Loai khong dat Chwa dat CDR mén hoc, phdi hoc lai
- Yéu 04,0 <05,0
- Kém 03,0 < 04,0
00,0 <03,0
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[3] Hinh thitc, ndi dung, thoi lugng va tiéu chi chim diém cia céc bai thi:
+  Bai kiém tra gifta ky:
- Hinh thirc kiém tra; -----------mem-esmmmmmmmnmmem- Tu luén
- B0 L (0 Y — -- 90 phut
Mirc d6 dat cia ndi dung danh gid
Ndi dung Cau hoi/Noi dung danh gia Bai tdp Bai tap Bai tdp .3
mon hoc co sO vén dung nang cao e
Cau hoi Céu hoi Cau hoi
M@i trudmg 1am viée Desktop
Mb hinh Workgroup-Domain
Chuong 1: Quan ly truy xfat mpang I 1 3
Quan ly két nbi tir xa
Cac vai tro (roles) trén Server
Chuong 2 Chiu 16i va cin bang tai 1 | 5
Quan ly cic Volume
Tong 1 2 1 10,0
+  Bai thi cudi ky:
- Hinh thirc thi cudi ky: ---- SUCHRUEUNESERS— Tu ludn
- Thoi luong: ----- -- 90 phut
Mirc dd dat cia ndi dung dénh gid
N4i dung Céu hoi/Ndi dung déanh gia Bai tdp Bai tép Bai tap Didm
mén hoc cO SO vén dung nang cao
Céu hoi CAu hoi CAu hoi
May chu file
Han ngach dia
Chuong 3: Dich \%.1 ” 1 1 3
Quan ly chinh sach nhom
Dich vu quén ly tép tin
Hé théng tén mién (DNS
Cagng 4: Cép pha% dia chi IP(dong) : ] ?
Dinh tuycn va truy xuét tir xa (RRAS)
Vén dé bao mét v4i dich vu thu muc
Chuong 5: Quan ly cac mién 1 1 4
Don vi t6 chitc (OU)
Tong 1 3 2 10
[4] Tiéu chi danh g1a/cham dlem cu thé:
e Tiéu chi chdm dlem dbi voi phén bai tap , tiéu luan:
- Bai tap vé nha:
e Hoan thanh bai tap vé nha---—---- --- —--mmm-=--30%
® Giai bai tap chi tiét, chinh XAC =-mm=n=-mn=mm=mmmmmmmmmmmmmmmmoooonnnn oo oe 70%
- Tiéu lun:
°  Hoan thanh tiéu luin ding thoi han 10%
i Trinh bay béo cao bb cuc 16 rang, mach lac -20%
* Noi dung tiéu ludn dép Ung yéu cau dat ra 40%
= Thuyet trinh va giai dap cac CAU hdi ~--mmmmmmmmmemmmmm e mmmmmem e 30%
- Tiéu chi chdm diém ddi v6i mot ciu hoi thi viét:
Tiéu chi chdm diém mét ciu hoi Két qua Trong sd
- Chét lvong phan l4p luén: Phan tich Kha nang dua ra cac 14p luén va biéu thirc, phuong trinh hop 30%
duoc ¥ nghia, co s& phit hop, chinh xéc ly d6i voi cac ndi dung phan tich.
- Kha nang umg dung pha.n ly thuyet Co s¢ ly thuyét xic déng, img dung dé giai quyet vén dé cu 40%
dé giai quyet tinh hudng cu thé thé hop ly, cac tinh toan hop ly, ding don vi.
- Tinh sang tao Giai quyét véan dé dat ra v6i giai phap don gian, thé hién y 20%
tudng riéng cua sinh v1en trong phén tra [&i.
- Chu trac va hinh thic trinh bay Céc ndi dung tra 10i co cAu tric hop ly, trinh bay 15 rang, 10%
mach lac
100%
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+ Tiéu chi chdm diém dbi voi phan thi tu ludn:

Tiéu chi chdm diém mét cau hoi Két qua Trong sb
Phin tric nghig¢m:
- Céc cdu co sd
- Céc clu van dung
- Cac cdu ndng cao
Phén ty ludn: 100%
- Chét luong phén I4p luén: Phan tich Kha nang dua ra céc 13p ludn va biéu thirc, phuong trinh hop 40%
dugc ¥ nghia, co s& phi hop, chinh | 1y d6i véi céc ndi dung phén tich.
X4c
- Kha ning img dung phén 1y thuyét | Co s& ly thuyét xéc dang, Ging dung dé giai quyét van dé cu 40%
dé giai quyét tinh hudng cu thé thé hop 1y, tinh toan hgp ly, ding don vi. ‘
- Tinh séng tao Giai quyét van dé dit ra véi giai phap don gian, thé hién y 20%
tudng riéng cua sinh vién trong phén tra 1o1.
100%
8.  Noi dung mén hoc (dé cwong chi tiét ciia mén hoc):

Chwong 1:  Microsoft Windows 10
1.1. Giéi thiéu h¢ diéu hinh Windows 10
1.1.1.  Cac déc tinh
1.1.2.  Céac phién ban (Home-Professional-Enterprise-Education)
1.1.3.  Partition va céc hé théng file
1.2. MOi trudng lam viéc Desktop
1.2.1.  Tai khoan va nhom ngudi ding
1.2.2.  Profiles cua nguoi dung
1.2.3.  Chinh séch bao mat cuc b (Local security Policy)
1.2.4. Hyper-V va may ao
1.3. Windows 10 trong mdi trudng mang Microsoft
1.3.1. MO hinh hoat dong: Workgroup-Domain
1.3.2.  Quan ly truy xuit mang
& Chia sé tai nguyén
~  NTFS va quyén chia sé
—  Offline files va co ché ddng b
1.3.3.  Quan ly két ni tir xa
—  Remote Assistence
—  Remote Desktop
- VPN

Chwong 2:  Microsoft Windows SERVER 2012
2.1. Windows SERVER 2012 R2
2.1.1.  Gidi thiéu
2.1.2. Céac phién ban (Datacenter-Standard-Essentials-Foundation)
2.1.3.  Céc vai tro (roles) trén Server 2012 R2
2.1.4.  Chijuldi va can bang tai (LPFO) v6i NIC Teaming
2.2, Luutrlr
2.2.1. Dia Basic va Dynamic
2.2.2.  Quan ly cac Volume
- Simple volume
- Spanned volume
- Striped volume (RAID-0)
- Mirrored volume (RAID-1)
- RAID-5 volume
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2.23.

Pia do

Chwong 3:  Trién khai SERVER 2012
3.1. May chu file
3.1.1. Cac thu muc chia sé
3.1.2. Hé théng tap tin ngoai tuyén
3.1.3. Dich vu Shadow Copy
3.1.4. Permissions
3.2. Han ngach dia (Disk Quota)
3.3. Dichvuin
3.3.1. Chia sé mdy in qua mang
3.3.2. Lién két cic may in mang
3.3.3. Hang doi va su uu tién
3.4. Quan ly chinh sach nhom
3.4.1. Céc dbi tugng chinh sach nhém (GPO)
3.4.2. Loc bao méit
3.4.3. Chinh sach Script
3.4.4. Quanly mang
3.4.5. Chuyén hudng thu muc
3.4.6. Trién khai phan mém qua mdt GPO
Chuwong 4: Quin ly mang véi SERVER 2012
4.1. Dich vu quan ly tép tin
4.1.1. Mz hoa tap tin va b dia
4.12. Hé thdng tap tin phan tan (DFS)
4.2. Heé thng tén mién (DNS)
42.1. Céan bang tai DNS
42.72. Caching-Only
4.2.3. Quanly hé théng tén mién
42.4. Uy quyén hé thong tén mién cho DNS
4.3. DHCP
43.1. Cép phat dia chi IP dong
43.2. Scopes
—  Téam dia chi IP cép phat
- Céc IP danh riéng
- Céc IP loai trir
—  Options
43.3. Chiatai DHCP
4.4. Pinh tuyén va truy xuét tir xa (RRAS)
4.4.1. Mang Dial-Up
442. VPN
= Mang riéng ao
—  May tram VPN
—  May chu VPN
- Céc giao thitc PPTP-L2TP-IPsec
4.43. Quan ly nguoi ding xa v6i méay cha RADIUS
4.5. Chinh sach mang (NPS)
4.5.1. Truy xuat mang khong déy
4.52. Baomit

- Xac thuc ngudi dung
- Céc két né1 mang
—  Diéu khién truy cép
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Chwong 5:

Fell

3.2.

5.3.

5.1,
5.1.2.
5.1.3.
5.1.4.

32,1
5.2.2.

y5:  Dich vu thu muc
Van dé bao mat vai dich vu thu muc (AD)

Céc déc tinh cia AD
Nguyén ly bao mat

Quaén ly bao mét va su cho phép
ACLs va ACEs
Quan Iy c4c mién
Single-Master

Forest-Tree-Domain

Pon vi t6 chirc (Organizational Unit)
Muc dich va loi ich cia OU
CAu trac OU
Nhoém cac tai nguyén

53.1.
3.3.2.

3.3.3;

Tinh ké thira

Uy quyén diéu khién
Ap dét chinh séch nhém
Quan ly cac OU

9.  Hinh thirc td chire day hoc:

[1] Hinh thirc t& chirc giang day mdn hoc:
Hinh thirc t& chirc gidng day mén hoc
Noi dung Gio 1én 16p Thuc Tu hoc/ Téng cong
Ly thuyét Bai tap Théo luan hanh nghién ciru

Chuong 1 6 3 18 36

Chuong 2 3 6 12

Chuong 3 6 3 18 36

Chuong 4 9 6 30 60

Chuong 5 6 3 18 36

Téng 30 15 60 120
[2] K& hoach giang day va hoc tép cu thé:

Tuan Tiét hoc N dung ehifnh . sﬁﬁgn‘"a Cﬁf}gz g;é(;y mg Ei‘;o
Tuén 1 3 - Chuongl:1.1,12 Doc trude Day trén 16p - 1]
Tuan 2 3 - Chuong 1: 1.3 Doc trude Day trén 16p - [11,[5]
Tuén 3 3 - Baitép chuong 1 Lam bai tip Day trén lép (11, [5]
Tuén 4 3 - Chuong2:3.1-32 Poc trude Day trén lép 2]
Tuén § 3 - Chuong 3:3.3-3.4 Doc trudc Day trén lop - 2]
Tuén 6 3 - Chuong3:3.5 Doc trude Day trén I6p 2]
Tuén 7 3 - Bai tép chuong 3 Lam bai tap Day trén 16p - 2]
Tuan 8 3 - Chuong4:4.142 Boc trude Day trén Iép - 3]
Tuan 9 3 - Chuong4:4.3-4.4 Poc trude Day trén l6p - 3]
Tuén 10 3 - Bai tép chuong 4 Lam bai tip Day trén l6p - 3]
Tuén 11 3 - Chuong4:4.4-45 Poc trude Day trén 16p - [3]
Tuén 12 3 - Bai tip chuong 4 Lam bai tip Day trén lop = 3]
Tuén 13 3 - Chuong5: 5.1-5.2 Poc trrde Day trén lop [21, [3], [4]
Tuén 14 3 - Chuong5: 5.3 Doc truée Day trén l6p 121, 131, [4]
Tuén 15 3 - Baitap chuong 5 Lam bai tap Day trén 16p - [21,131, 14
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22/07/2021

10. Dé cwong dwge bién soan va cip nhit ngay:

11. Dé cwong dwge thim dinh va théng qua ngay:

Giang vién bién soan
(Ky va ghi 16 ho tén)

Y

b Lo

THS. Hoang Xuin Duong

12/08/2021

Truéng Khoa/Ban chuyén mon
(Ky va ghi rd ho/tén)

~—

TS. Tang Van To
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