BO GIAO DUC VA PAO TAO CONG HOA XA HQI CHU NGHIA VIET NAM

TRUONG PAI HOC CONG NGHE SAI GON Déc lip — Tw do — Hanh phiic

PE CUONG CHI TIET MON HOC

1. Théng tin vé mén hoe:

[1] Tén moén hoc: Internet van vt (IoT)
Tén tiéng Anh: Internet of Things
M3 mon hoc: [CE53403]
[2] Mén hoc thudc khéi kién thirc:
Kién thirc gi4do duc dai cuong Kién thire gido duc chuyén nghiép
Khoa hoc tu nhién Khoa hoc x4 hoi Co s0 nganh Chuyén nganh
Bit budc O l TuchonO | BéatbudcO I Tu chonO | Bétbudc O l TuchonO | Bétbudc O | Tu chon

[3] Déi tuong sinh vién: (trinh dd/nganh/nam hoc/hoc ky)

+  Trinh d6: Pai hoc M Cao déng O Lién thong dai hoc O
+  Nganh: Céng nghé k¥ thust dién, dién tir Khéa hoc: Ap dung tir khoa 2021
Cong nghé k¥ thust dién tir, vién thong
+ Hoc ky (HK): _ Niam hoe:
[4] S6 tin chi: 3[2.1.6]
Phén b thoi gian:
+ Ly thuyét trén 16p (15 tiét/tin chi): —----30 tiét
+  Bai tap trén 16p (15 tiét/tin chi): 15 tiét
s Tu hoc, tu nghién ciru: - 90 tiét

[5] Yéu cdu ciia mén hoc vé phong hoc, trang thiét bi can thiét dé giang day:
+  Phonghoc:  Phong hoc Iy thuyét
+  Phongthi:  Phong thily thuyét
+ Tbchircthi: Phong Déo tao td chitc M Khoa/Ban td chirc O
+  Trang thiét bi cAn thiét: Bang, mdy chiéu, micro
+  Yéuchu dic biét khac:  Khong

[6] Céc mén hoc lién quan (néu co):

+  Mbn hoc tién quyét: Khong
i Mbn hoc trude: Mang may tinh
+  Mbn hoc song hanh: Khong
+ Mobn hoc sau: Khong

2. Théng tin vé don vi phu trich chuyén mon, giing vién gidng day:
[1] Khoa/Ban: Khoa Pién - Pién tir
T6 bd mon:

[2] Giang vién bién soan dé cuong:

+  Hotén: Hoang Xuin Duong

o+ Hoc ham — Hoc vi: Giang vién — Thac si

+  Piachi co quan: 180 Cao L3, Phudmg 4, Quén 8, TP. H6 Chi Minh
+  Dién thoai lién hé: 08 38505520 -

+ Hop thu dién tir: duong.hoangxuan@stu.edu.vn

[3] Giang vién phu trach gidng day:
A Hoc ham — Hoc vi:
# Dia chi co quan: e
+ Dién thoai lién hé:
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+  Hop thu dién tir (email):
+  Thoigian va dia diém lam viéc:

[4] Giang vién tro gidng:

- Hoc ham — Hoc vi:

+  Diachi co quan:

% Pién thoai lién hé:

+  Hop thu di¢n tir (email):
+

Thoi gian va dia diém lam viée:

[5] Céch lién lac véi gidng vién: Email, dién thoai hodc vin phong Khoa Pién - Pién tir,

Trudng Pai hoc Cong nghé Sai Gon

Mb ta tém tit ndi dung méon hoc:
Gidi thiéu vé internet van vt

Kién tric nén tang cia [oT

+ + + 4+

Phat trién tmg dung IoT

Gidi thiéu mot s6 tng dung dugc tich hop cc cong nghé IoT

Thiét b1 theo tiéu chuén IoT vé phin cimg va phin mém

Muc tidu va két qua dw kién cia mén hoe (CPR)

[1] Muyc tiéu cia mén hoc:

+ Cung cip céc kién thirc lién quan dén internet van vat
+  Kham pha mét chi dé nong sé& c6 lién quan trong nhidu ndm t6i do sur tich hop cia

n6 véi internet cong nghiép va cong nghe 4.0
+ Xem xét nghién ctru hién tai ciing v6i nhiing thach thirc trong viéc tao ra cac Ung

dung théng minh hiéu qua, ¢6 thé md rong va bén vitng cho tuong lai

[2] Chuén d4u ra mbn hoc (CDR):

+ CDRa: N&m vimg céc kién thirc trong ndi dung mén hoc

+  CBRb: Ap dung cac kién thirc d hoc d& giai quyét cac van dé chuyén mén

trong nganh hoc

+ CBRc: Nghiém tuc, cé trach nhi€m, cé tinh thin tur hoc va tw mé rong va

nang cao kien thirc

Quan hé giita chuin ddu ra mén hoc (CPR mén hoc) va chuén diu ra chwong trinh dao

tao (CPR CTDT):

[1] Ma trin tich hop gitta CDR m6n hoc va CDR CTDT:

Chuén diu ra

Chuén d4u ra mén hoc

Chuong trinh dio tao CPRa

CBbRb

CBbRc

CDR _A0I

CDR 402

CDR 403

CDR_A04

CDR A05

CDR B0I

b Ead e

CDR B02

IRl b

CDR_B03

CDR B04

bl Ealtad Ea I E A e e

CDR_B05

CDR_B06

CDR _C01

(4

CDR_C02

PP E b

CDR_C03
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[2]

Quan hé giita CDR mén hoc va CDR CTDT:

CBbR
mon hoc

N Phuong phap kiém tra danh gid
Céc hoat dong day va hoc (qué gu.i%h pgll“ra k¥, cubi kyg) CPR

(theo timg phén, chuong, ...) Phirong phiy Do tans CTPT

CBRa

Toan bd ndi dung mén hoc - Kiém tra - thi 50% CBR_A02,
CDR_A03,
CBR_A04,
CPBR_A05,
CBR_B02,
CBR_B03,
CBR_B04,
CPR B05

CPRb

Bai tip - Kiém tra - thi 30% CPR_A03,

CDR_A04,
CBR_A05,
CPR_B01,
CBR_B03,
CBR_B04,
CBR_B05,
CBR_B06,
CBR_C02

CDbRc

Tu hoc. Thao luén - Kiém tra kién thirc d& 20% CPR_A03,
chufn bj va kién thirc mé CBR_A04,
réng. Panh gi4 trong qua CBR_A05,
tinh thao luén CBR_B02,
CBR_BO06,
CBR_C01,
CBR _C03

6. Gido trinh va tir liéu:

Tai liéu tham khao chinh:

(1]
[2]

Bai gidng Internet van vét, Khoa Dién — Dién tir, STU, 2019
Lép trinh IoT véi Arduino, TS. Lé My Ha, KS. Pham Quang Huy, NXB Thanh nién, 2017

[3] Internet of Things: Architectures, Protocols and Standards, Simone Cirani, Gianluigi
Ferrari, Marco Picone and Luca Veltri, Fist Edition, John Wiley & Sons, 2019
Tai liéu tham khao phu:

[1] An Introduction to the Internet of Things, Fisrt Edition, Leverege LLC, 2018.

7. Phwong thirc danh gid mon hoc:

(1]

[2]

Yéu cdu chung ctia mon hoc theo quy ché:

+  Sinh vién tham du 16p hoc diy du, tham gia thao luén xéy dyng bai trén 16p va
chuén bj bai tép k§ nng & nha dé tu cung co kién thirc cho ban thén.

+  Sinh vién nghiém tic thyc hién cdc yéu cau cua giang vién 61 véi mén hoc.

+  Sinh vién nghiém tic thuc hién bai kiém tra gitta ky va bai thi két thiic mén hoc.

+  Sinh vién vi pham quy ché thi s& bi xi Iy theo quy dinh.

Pé hoan tit mén hoc, sinh vién phai “dat™:
+  Piém tdng két moén hoc > 5, 0 (ném) diém theo thang diém 10,0  (mudi);
+ Thye hién day du cac yéu cAu d4nh gid mén hoc theo trong sb (%) cua céc diém

thanh phén nhur sau:

- Piém qu4 trinh: : chiém 30 % (a)
- Piém kiém tra gifra ky: chiém 20 % (b)
- Diém thi cubi ky: chiém 50 % (c)
- Diém tdng két mén hoc: (@) + (b) + (c) = 100%
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2 Xép loai dénh gi4 cia mdn hoc: Theo thang didm 10,0 diém

Xép loai Tuing ot 10 v Piép img chuin diu ra mén hoc
: Tw Pén
Loai dat Dat CDR mén hoc theo cdp dp
- Xuétsic 09,0 10,0
- Gioi 08,0 <09,0
- Kha 07,0 <08,0
- Trung binh 06,0 <07,0
05,5 <06,0
- Trung binh kém 05,0 < 05,5
Loai khong dat Chuea dat CPR mén hoc, phdi hoc lai
- Yéu 04,0 <05,0
- Kém 03,0 < 04,0
00,0 <03,0

[3] Hinh thirc, ndi dung, thoi lugng va tiéu chi chim diém ciia c4c bai thi:
+ Bai kiém tra gifta ky:

- Hinh thirc kiém tra: Tu ludn
- Thoi lugng: 60 phut
Mitc dd dat cia ndi dung danh gia
N&i dung CAu hdi/Ndi dung dénh gid Bai tip Bai tip Bai tip Didm
moén hoc co s¢ vén dung néng cao
Cau hoi Céu hoi Céu hai
Téng quan vé IoT 1 1 2
Céc chuén 1 1 2
Kha néng tuong tic 1 1 1 3
Bao mét va quyén ) i i 3
riéng tu trong IoT
Tong 4 4 2 10
+  Bai thi cudi ky:
- Hinh thite thi cudi ky: --------=-mzmn=- Tu luén
- Thoi luong: 90 phut
Mirc db dat ciia ndi dung danh gia
Néi dung C4u hdi/Ndi dung danh gid Bai tap Bai tip Bai tip Di
mon hoc co s& vin dung néng cao n
’ Céau hoi Cau héi Cau hoi
Téng quan vé IoT 1 1 1
Cac chudn 1 1 1
Kha néng tuo‘ng.téc 1 1 1 1.5
Béo mét va quyén
riéng fir tronqg %(OT 1 1 ! L5
Pién todn ddm may 1 1 1 15
va surong mu cho IoT
IoT trong thuc tién 1 1 1.5
IoT v6i Arduino 1 1 2
Tong 5 7 5 10

[4] Tiéu chi danh gla/cham diém cu thé:
+  Tiéu chi chim diém déi véi phan bai tap nhém, bai tap vé nha:
- Giai bii tip theo nhém phin cu héi ma nhém phu trach (thudng ndm trong
mot chuong),
- Thue hién ddy da céc yéu céu d4nh gia phan bai tdp nhém theo trong s6 cua
cac diém thanh phén nhu sau:
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°  Giai bai tap chi tiét: 50%
°  (Giai dap thic mic ciia nhém khéc: 25%
° Nop bai ding han: 25%
+ Tiéu chi chim diém dbi véi mot cdu hoi thi viét:
Tiéu chi chdm diém m6t cdu hoi Két qua Trong sb
- Téng quan vé [oT Céc mg dung hd trg IoT 10%
- Céc chun Céc chudn internet truyén thdng va internet van vét 15%
- Kha néing tuong tic Messaging Queues va Publish/Subscribe 15%
- Bao mat va quyén riéng tur trong IoT | Bdo mét va co ché bdo mét 20%
- ?ﬁi“l:"?“ ddm may va suong Ml | yo: 416 d4m mdy va suong md véi IoT 20%
- JoT trong thirc tién Nén tang phén cimg va phdn mém ciia IoT 10%
- 10T véi Arduino Vai trd va cach thirc hoat dong ciia céc module 10%
Tong 100%

8.

Noi dung mén hoc (d& cwong chi tiét ciia mén hoc):

Chuong 1: Téng quan vé IoT

1.1. Internet van vat la gi?

1.2. Mang cam bién khong day

1.3. Ung dung hd tro IoT
1.3.1. Toa nha thong minh
1.3.2.  Thanh phé théng minh
1.3.3. Luéi dién thong minh
1.3.4. Cong nghiép [oT
1.3.5. Trang trai thong minh

Chwong 2: Cic chuin
2.1. Internet truyén thong
2.1.1. Lép vatly /lién két
2.1.2. Loép mang
2.1.3. Lép vén chuyén
2.1.4. Lép uing dung
2.1.5. HIIP
- AMQP
- SIP
2.2. Internet van vit
22.1. Thiét k& kién tric cia Internet of Things dya trén IP
2.2.2. Lép vatly/lién két
—  IEEE 802.15.4 va ZigBee
—  Wi-Fi cong suét thip
—  Bluetooth va BLE
—  Truyén thong dudng day dién
2.23. Lépmang
—  Lop thich img 6LoWPAN
2.24. Lépvan chuyén
2.2.5. Lép tng dung
- CoAP
- Pic ta giao thic CoSIP
2.3. IoT cong nghiép
Chuwong 3: Kha ning twong tic
3.1. Ung dung trong IoT
3.2. Giai phép duva trén dam méy
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3.3. Kién trac REST: TheWeb of Things

3.4. TheWeb of Things

3.5. Truyén thong Messaging Queues va Publish/Subscribe
3.6. Khéi tao phién cho Iot

3.7. Déanh gi4 hiéu suét .

3.8. Giao thirc quan ly mang kép

Chwong 4: Bio mit va quyén riéng tw trong IoT

4.1. Céc vAn d& bao mat trong IoT

4.2

4.3. Céc van d8 riéng tu trong IoT
Chwong 5: Dién todn ddm miy va swong mu cho IoT
5.1. Dién toan dam may

3.2,
3.3.

Tdng quan vé co ché bdo mat

Mau xit Iy dir liéu én
Luodng lén

5.4. Ludng l6n va bao mat

5.5. Dién toan swong mu va lot
5.6. Vai trd ctia IoTHub
Chwong 6: IoT trong thye tién
6.1. Phan cing cho IoT

6.2.

6.1.1. Céac 16p cua thiét bi bi rang budc
6.1.2. Nén tang phin ciing
- TelosB
— Zolertia Z1
—  OpenMote
—  Arduino
- Intel Galileo
—  Raspberry Pi
Phén mém cho IoT
6.2.1. OpenWSN
6.2.2. TinyOS
6.2.3. FreeRTOS
6.2.4. TI-RTOS
6.2.5. RIOT
6.2.6. Hé diéu hanh Contiki

Chwong 7: 10T véi Arduino

ks

72,

13,

Giao tiép va truyén théng qua Ethernet

7.1.1.  Ethernet Shield

7.1.2.  Truyén thong qua router

7.1.3. Goi dit liéu qua Web server

7.1.4. Goi dit liéu qua mail

Truyén thong khong day

7.2.1. Céac module WIFI

7.2.2. Kétnbi va lap trinh véi Module WIFI
Giao tiép véi Processing

Hinh thike t6 chire day hoc:

(1]

Hinh thire td chire giang day mén hoc:
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Hinh thirc td chirc giang day mén hoc
N6i dung Gid 1én 16p Thuc Tu hoc/ Téng cong
Ly thuyét Bai tip Thao lugn hanh nghién ciu
Chuong 1 6 18 24
Chuong 2 3 9 12
Chuong 3 3 9 12
Chuong 4 3 3 9 15
Chuong 5 3 3 9 15
Chuong 6 6 3 18 27
Chuong 7 6 6 18 30
Téng 30 15 90 135
[2] K& hoach giang day va hoc tip cu thé: ;
it . " Yéu cdu sinh Hinh thirc t& Tai liéu
Tuin Ticthoc Noi dung chinh vién chuén b chirc giang day tham khéo
Tuén 1 3 - Chuong 1 Doc trude Day trén 16p - [11,13]
Tudn 2 3 - Chuong 1 (tiép theo) Doc trudc Day trén 16p - [11,[3]
Tudn 3 3 - Chuong? Poc trudc Day trén 16p - [11,[3]
Tuén 4 3 - Chuong3 Doc truée Day trén 16p - [11,13]
Tuan 3 - Chuong4 Doc trude Day trén 16p - [11,[3]
Tudn 6 3 - Bai tap chuong 4 Gai bai tap Day trén 16p - [11,[3]
Tuédn 7 3 - Chuong5 Poc truée Day trén 16p - [1LI3]
Tuén 8 3 - Bai tip chuong 5 Gai bai tap Day trén l6p - [11,[3]
Tuén 9 3 - _Chuong 6 Poc trudc Day trén 16p - [11,13]
Tuén 10 3 - Chuong 6 (tiép theo) Poc trude Day trén 16p - [11,[3]
Tuén 11 3 - Bai tdp chuong 6 (Gai bai tip Day trén l6p - [1LI3]
Tuén 12 3 - Chuong 7 Poc trude Day trén 1ép - [11,13]
Tuén 13 3 - _Bai tap chuong 7 Gai bai tap Day trén 16p - [1,I3]
Tudn 14 3 - Chuong 7 (tiép theo) Poc trudc Day trén 16p - [1LI3]
Tudn 15 3 - Bai tap chuong 7 (tiép Gai bai tip Day trén l6p - [11, 3]
theo)
10. P& cwong dwoc bién soan va cip nhit ngay: 22/07/2021
11. Dé cwong dwge thim dinh va théng qua ngay: 12/08/2021

Giang vién bién soan
(Ky va ghi rd ho tén)

il

THS. Hoang Xuén Duong

Truéng Khoa/Ban chuyén mén
(Ky va ghi rd ho tép)

TS. Tang Van To
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